SECURITY ADVISORY:
 EMAIL AND TEXT SCAM TARGETING NEW KIRKHILL EMPLOYEES
Audience: All new hires of Kirkhill
Issued by: IT Department
Purpose: To protect new employees from an ongoing scam targeting individuals shortly after they announce their employment with Kirkhill on LinkedIn or other social media.

🚨 Overview of the Threat
Scammers are actively monitoring LinkedIn and other job sites to identify people who have recently joined KIRKHILL. Shortly after your employment is published on LinkedIn or other sites, these criminals may contact you by email, text message, or LinkedIn message while pretending to be CARSTEN MULLER or some other company executive.
Their goal is to exploit your excitement as a new hire and trick you into:
· Purchasing gift cards for “urgent company needs.”
· Transferring money to a fraudulent account.
· Sharing personal or company information (phone number, address, account details, or internal access credentials).
These messages may appear convincing — they often use the real names and titles of company leaders and may even spoof legitimate email addresses.

🧠 How to Recognize the Scam
· An executive will never request urgent personal information or purchases from you via email.
· The message claims urgency (“I need this right now; please don’t tell anyone”).
· The sender asks for secrecy or immediate action.
· The email may come from a personal or slightly misspelled address.
· The message requests money, gift cards, or sensitive info — things company leaders will never ask you to provide through email or text.

✅ What To Do
1. Do not respond to any suspicious message.
2. Do not click links or open attachments from unknown senders.
3. Forward the message directly to helpdesk@kirkhill.com.

